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Information class — Limited Internal/Customer Confidential

Executive summary

Still relevant and from last year’s assessment, the service, WhistleB, is an in-house
development by Whistleblowing Centre AB conforming to the most stringent security
and privacy by design tequitements as expressed in standards and by law such as the
Eutopean Union General Data Protection Regulation (GDPR). Added to the
fundamental privacy and data protection measures embedded in the design are also state
of the att featutes addressing GDPR compliant functions such as selective purging to
meet data retention requirements and rights for individuals to have their data blocked or
erased when so required. These features provide data controllers with swift functions
for granular management of the data and for meeting the rights granted individuals by
the regulation.

o Whistleblowing Center AB maintains its information security management system
(ISMS) accotding to SS-EN ISO/IEC 27001:2017

O WhistleB service is privacy framework is assessed according to ISO /IEC
27701:2019, the extension to ISO/TEC 27001 and ISO/IEC 27002 for privacy
information management - Requirements and guidelines.

o0 Regarding GDPR, the WhistleB service is assessed for compliance in relation to the
data processor responsibilities as laid out in ISO /IEC 27701:2019

This year’s review has had the focus on 3rd country transfers due to the invalidation of

the Privacy Shield framework in the light of the Schrems II ruling. The following has

been assessed:

© The setup within WhistleB environment where the Microsoft Azure solution is hit
by Schrems IL

o 3rd Country transfet to USA is based on SCC with both technical and
otganizational measures completed.

O A separated risk analysis has been conducted with no majot/ critical risks remaining
after WhistleB ’s mitigations.

o Policy and mnstructions updated.

o Information to stakeholders have been updated.

Secutity safeguards are meet according to Information Security Policy and non-access to
customer Personal Identifiable Information (PII). Supplemental security safeguards may

apply for additional, by client defined, data.
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1 Scope of statement

Scope of assignment is to objectively assess and compare Whistleblowing Centre AB’s
service WhistleB current privacy information security level, with industry practices,
Swedish and international standards and relevant stakeholder expectations and
requirements.

2 Criteria for assessment and statement

This statement is based on the assessment of the GDPR prvacy information section of
Whistleblowing Centre AB’s information security management system. The assessment
controls have been derived from:

o EU 2016/679 General Data Protection Regulation (GDPR)

e SSEN ISO/IEC 27001:2017 Information Secusity Management System
requitements (cotresponds to ISO/TEC 27001:2013 with Cor 1:2014 and Cor
2:2015)

e ISO/IEC 27701:2019 Security techniques — Extension to ISO/IEC 27001 and
ISO/IEC 27002 for ptivacy information management — Requitements and
guidelines

3 Summary

The security framework within Whistleblowing Center AB is aligned to Swedish and
mnternational mnformation security standard according to ISMS Compliance Statement,
2020 (based on assessment according to SS-EN ISO/IEC 27001:2017). This serves as a
relevant foundation for the company’s technical and operational GDPR compliance.

This evaluation is limited to PII compliance according to GDPR and ISO 27701 code-
of-conduct requirements on the company acting as data processor for the service
WhistleB. Minor parts have been added on since last year’s review where WhistleB act
in the controller position, e.g., processing personal data for employees and contingent
workers connected to WhistleB.
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A key finding in the WhistleB service assessment is that the hosting company
Whistleblowing Centre AB does not have access to end-user PII at all, except for
cotresponding data exposed in the optional professional transaction service. When
additional secutity safeguatds are required for GDPR compliance, these have been
adequately resolved as follows:

o Consent and choice — WhistleB provide system functionality for right to access, correct and
erase PII accotding to customer obligations.

o DPurpose legitimacy and specification — Records of processing activities are provided by
agreed system functionality. It is the customer’s responsibility to keep a repository for
registered PIL.

o Data minimization — Temporaty files are kept and deleted upon customers instructions.

o Use, retention, and disclosure limitation — The service does however include logging of
every change and access event. This information is provided to customers.

o Openness, transparency, and notice — WhistleB applies full transparency to customers
regarding sub-contractor engagements. This is confirmed in WhistleB security policy
and customer agreements.

o Security safeguards— WhistleB PII breach notification are defined according to security
policy. The secutity policy is communicated with customers and compliant to service
agreements.

o [nformation security — According to WhistleB security requirements on service are
compliant tegarding confidentiality obligation, restoration of PII, individual login IDs,
User records, reuse of user IDs, contracts with customers, contracts with sub-
contractors that process P11, re-assignment of PII storage space.

o Privacy compliance — WhistleB storage and transmission is limited according to agreed
contracts with customers. However, WhistleB take no responsibility for customer’s
geographical transmission of information. This is upon the user’s responsibility
according to customers’ instructions. Logging of information access is provided to
customers.

®  Privacy by design and defanlt — Privacy and security measures are considered in the
planning phases of software development. Privacy settings, such as access limitation, are
applied by default.

e 3" country transfers — Even though the Privacy Shield ruling is invalid since June
2020 WhistleB is still relying on SCC and in addition to this, they have a robust
secure platform, using strong encryption, a strict access control and detailed
instructions to their customers which acts as controllers. Also, they have
published a 3! country transfer statement with connection to the Schrems II
ruling and explains WhistleB s view.

Supplemental security safeguards are applied for sub-supplier provided professional
translation service.

Altogethet, the company’s WhistleB service is well-engineered from a GDPR
petspective. Apart from its fundamental design, which conforms to the most stringent
requirements, the setvice also provides a host of GDPR compliant functions, such as
the ability to perform selective putging. These are to be considered highly advanced
features well aligned with GDPR requirements.



4 Detailed statement

GDPR/PII governance assessment, Whistleblowing Center AB

Due to the nature of WhistleB’s product line, its entire business culture and organization
obsetves a notably high level of data privacy awareness. All internal process,
communications, and staff meet or exceed requirements for confidentiality and
obsetvance of data ptivacy in accordance with the GDPR. In addition, WhistleB
maintains its operations according to ISO/IEC 27701:2019 and obsetves the necessary
requirements in all its processes. This quality culture serves as a sound foundation for its
technical and operational GDPR compliance.

According to issued ISMS compliance statement 2020 Whistleblowing Center AB shows
that WhistleB information security framewotk is aligned to Swedish and international
information secutity standards. PII security safeguards analysis is based on the ISMS

statements that:

¢ 'Technical solutions including the WhistleB application are designed and
maintained on industry and good IT-security practices.

¢  Undetlying platforms and infrastructure for hosting the WhistleB application are
well audited and tested by supplier (MS Azure) and third-party assessors.

GDPR/PII service assessment, WhistleB

Assessed PIMS controls in ISO 27701:2019 Information technology - Secutity
techniques - Code of practice for personally identifiable information protection.
Assessed PIMS and GDPR controls as a Processot for WhistleB service.

GDPR/PIMS requirement

Processing purpose legitimacy
and specification

Data subjects’ consent to
processing and choice

Openness, transparency, and
notice

Data subjects’ rights

Statement

Adequate

Adequate

Adequate

Adequate

Comments/Imptrovements

WhistleB does not have access to customer PII contacts and
content are not used for any other purpose than agreed with
customers. Records of processing activities are provided by
agreed system functionality.

WhistleB provides system functionality for right to access,
cotrect and etase PII according to customer obligations and the
customers have provided WhistleB with information on
agreement and legal ground for processing with data subjects,
Customer’s Privacy Notice.

WhistleB applies full transparency to customers regarding sub-
contractot engagements. This is confirmed in WhistleB security
policy and customer agreements.

Enhanced features available in the WhistleB setvice supports
activities to respond to data subjects’ rights
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GDPR/PIMS requitement

Use, retention, and disclosure
limitation

Access controls, segregation
of duties

Data minimization principles

Security safeguards and

incident management

Legal purposes in Data
Processing Agreements

(DPAs)

Information security

Statement

Comments/Improvements

Adequate

Adequate
Adequate

Adequate

Adequate

Adequate

WhistleB does not have access to customer PII other than
specifically customer selected content provided to sub-supplier
for professional translation. No other disclosure of information
to third parties is applied. The setvice does however include
logging of every change and access event. This information is
provided to customers.

The WhistleB service limit accesses to data according to the
“need to know” principle

Tempotaty files are kept and deleted upon customers
instructions.

WhistleB PII breach notification are defined according to
secutity policy. The security policy is communicated with
customets and compliant to service agreements.

The WhistleB standardized DPA addresses the full set of
aspects of Controller-processor relationship as laid out in the
GDPR. A new template has been provided from Navex which
will be used for new contracts.

According to WhistleB security requirements on setvice ate
compliant regarding:

Confidentiality obligation

Restoration of PII

Individual login IDs

User records

Reuse of user IDs

Contracts with customers

Contracts with sub-contractors that process P11

Re-assignment of PII storage space

Whereas following security safeguards are out of scope as
WhistleB have no access* to customer PII, hence the
customers’ responsibility:

e Destruction of hardcopy material

e Transfer of media containing PIIL.

o Un-encrypted media

e Transmission ovet a public network
e Destruction of hardcopy materials

*except for specifically customer selected content available for
professional translation service where supplemental security
safeguards are applied for GDPR compliance.
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" GDPR/PIMS req_uirement Statement Comments/Improvements

" Privacy compliance Adequate  WhistleB storage and transmission is limited according to
agreed contracts with customers. However, WhistleB take no
responsibility for customer’s geographical transmission of
information. This is upon the user’s responsibility according to
customers’ instructions. Logging of information access is
provided to customers.

5 Information sources consulted for evaluation.

¢ Compliance Statement ISMS, WhistleB 2021-04-30

e Risk analysis 3* country transfers

e EDPB 3" country transfer assessment

e WhistleB Schrems II statement (updated)

¢ Internal privacy notices

¢ Additional Questionnaire for ISO 27701 processor assessment
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